
Secure the Enterprise 
When most business executives think about securing their 
business risks, they think about natural disasters, employment 
practices, and other general liabilities.  A growing number of 
businesses – large and small, publicly-held and privately-held 
– are now beginning to include a new risk category in their 
enterprise risk management portfolio – Cyber Liability.  

Cyber Insurance.  Cyber Liability Insurance.  Security 
Insurance.  Network Risk Insurance.  Network Intrusion 
Insurance. Cyber Security Insurance.  All of these terms 
refer to the growing area of risk management insurance 
in which businesses are taking new proactive measures to 
reinforce their internal security practices by insuring their 
organization against business loss, privacy breaches and 
intellectual property infringements related to cyber crime.

More than ten years from its introduction to the marketplace, 
Cyber Liability Insurance offers businesses of all sizes an 
important layer of security for this ever-increasing business 
risk.  No organization would think twice about insuring its 
business and operations against natural disasters.  Likewise, 
no organization should overlook the risks associated with a 
digital or data disaster, particularly in a time of recession when 
concerns about internal threats increase and credit to alleviate 
financial burdens related to a cyber assault may not be readily 
available. 

Risks are Real  
Cyber threats present new and different liabilities and 
exposures for companies across most industries.  A common 
misconception is that cyber and data crime is limited to 
organizations that do business via the Internet.  With a 
changing regulatory landscape and expanded protections 
for patient and customer privacy rights, the need to secure 
personal data from external and internal threats is real for 
most organizations.  However, the risks associated with a data 
breach are particularly high for organizations in healthcare, 
financial services, retail, education and law – and of course, 
e-commerce-driven businesses. 
  

As business data volumes continue to grow and the digital 
networks they reside in and flow through continue to 
proliferate, depending on security measures alone to protect 
your business from a costly and reputation-damaging network 
assault represents a significant and unwise risk for most 
organizations.   When you consider the mobility of data with 
hand-held devices, the ease of web-access to critical internal 
data systems, and the growing reliance upon hosted data 
applications, and overlay those considerations against an 
ever-changing backdrop of technically-sophisticated and 
committed cyber criminals, a new framework for assessing 
your organization’s cyber risk begins to come into focus.  
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According to the technology research firm Gartner Group, 
cyber attacks are becoming more subtle in their sophistication, 
improving their results.  And while the cost to individuals 
responding to fraudulent schemes continues to rise, so do the 
costs for businesses.   The Ponemon Institute, an industry-
recognized organization dedicated to advancing responsible 
information and privacy management practices in business and 
government, recently studied organizations that experienced 
the loss or theft of customers’ personal data in a digital attack.  
The study foud that the resulting loss of business due to a data 
breach was signficiantly higher than the costs associated with 
detecting an attack, notifying customers, and then helping 
customers work through the resulting problems. 

 
Protect Your Digital Assets 
Since most companies have some level of cyber exposure,  
it is necessary for organizations to expand their traditional 
definition of risk management and go beyond insuring just 
physical assets to insuring digital assets as well, because 
traditional insurance policies were not designed to provide for 
the types of risk and loss associated with cyber crime.

Cyber Liability Insurance



There are a number of insurance carriers offering a variety of 
policies to meet varying levels and types of risk.  Coverage can 
generally be divided into two categories:  First-party and Third-
party.  First-party coverage insures against business losses 
that result from a security breach or interruption.  Third-party 
coverage insures against liability in the event of a data breach 
in which personal data is lost or stolen.

Insurance doesn’t replace the need for sound 

corporate controls, robust technology security 

systems, and vigilant regulatory compliance, 
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strategy in today’s networked environment. 

Securing the right coverage requires an assessment of risk 
to determine which policy and coverage levels represent an 
appropriate risk transfer strategy.   The risk assessment process 
helps companies identify the limits of existing insurance 
policies and calculate the potential costs of a cyber hit.  At the 
completion of the risk assessment process, most companies 
come to the conclusion that the costs and reputation damage of 
a cyber hit are too costly to ignore.   Rather than relying only on 
security protocols to keep them safe, many businesses choose 
to reinforce their corporate security posture by adding an extra 
layer of security with Cyber Liability Insurance.  Insurance 
doesn’t replace the need for sound corporate controls, 
robust technology security systems, and vigilant regulatory 
compliance, but Cyber Liability Insurance is an important 
component of an Enterprise Risk Management strategy in 
today’s networked environment.

Manage Your Total Cost of Risk
Every business faces risk. The decisions you make relative 
to the management of that risk impact every area of your 
business – particularly the bottom line. The HDH Group works 
with clients to develop customized and comprehensive risk 
management programs designed to enhance their financial 

results by reducing costs and improving performance.  As we 
help our clients to make informed decisions about the risk they 
choose to assume, we are also positively presenting our clients 
to the insurance marketplace in order to secure for them the 
most favorable terms possible.  Our risk management services 
include:

u Risk Exposure & Coverage Analysis
u Program Design & Implementation
u Insurance Program Audits
u Risk Retention Feasibility & Analysis
u Mergers & Acquisitions Due Diligence
u Alternative Risk Funding Feasibility/Cash Flow Analysis
u Contract Review
u Loss Forecasting, Trending & Development

HDH Group helps clients to protect their physical and data 
assets from unforeseeable loss, whether local, national, 
or international in scope. Our expertise in designing risk 
management programs extends from basic property and 
casualty coverage to programs tailored for specific industries 
and professions. 

About HDH Group, Inc.
A nationally recognized leader in the risk management and 
employee benefit insurance intermediary markets, the HDH 
Group is Pittsburgh’s largest privately-held commercial 
insurance brokerage firm.  HDH Group is employee-owned and 
offers proactive and consultative risk management, employee 
benefits, surety, and insurance brokerage services.  Clients of 
HDH Group include technology, healthcare, financial services, 
transportation, construction, manufacturing, and public 
sector organizations.  As an owner in Assurex Global, the 
largest global network of independent insurance brokers with 
over 500 offices across 6 continents, HDH Group combines 
specialized industry and insurance expertise with an extensive 
national and international reach.

HDH Group helps clients successfully manage their total cost 
of risk, both today and tomorrow.  To learn more about how to 
better protect your business, contact the HDH Group today.
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